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ABSTRACT 



A system and method for providing improved performance 
using TCP/IP protocols over wireless networks t hat can be 
implemented entirely within the link layer of a protocol 
stack. The system and method responds to low signal levels 
caused by weak and fading wireless connections by main- 
taining throughput' and circumventing inappropriate 
instances of TCP/IP congestion avoidance mode. At least 
two selectable service protocols, comprising at least on e 
selectabl e basic error-detectinfi/corregtiq ^ jj^ntpcoL and at 
least one selectable robust error^electipg/corr.ecling, 
protocol, arc imple'mcnted within link layers of both the 
mobile station and the base station. A quality of service 
monitor installed within the Link layer monitors si^ al 
,2ualit^When the quality of service monitor detects a signal 
quality that falls below a predetermined threshold or predicts 
a future signal degradation, the mobile station switches to, 
the robust error-dctectin^corrccting service protocoL and 
informs the base station of the changeover. "Ilie base station 
similarly switches to the robust crror-detecting/corrccting 
service protocol, beginning at a predetermined data frame. If 
the quality of service rises above a second predetermined 
threshold, the basic error-detecting/correcting protocols are 
restored both within the mobile and base stations. 



70 Claims 12 Drawing Sheets 
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/* Table Preparation and Table Handling instructions 



Store vector of Signal Quality which would at a particular 
dues in SQ_table (this would be the y-data on y vs x plot) 

IF (vector of CNR values corresponding to Signal 
Quality values is to be ^ uniformly spaced) 

{ 

store min_CNR_in_table, CNR_table_increinent, and 
max_CNR_in_tabl e 

} 

ELSE (vector of CNR values corresponding to. Signal 
Quality values is not to be uniformly spaced 

{ 

store vector of CNR values corresponding to Signal 
Quality values as CNR^table 

store leiigth_of_CNR_table 

(during computations one will access 
inin_CNR_in_table and max_CNR_i notable 

via the appropriate addressing indices, which are, 

1 or, length_of_CNR_table, respectively, of CNR_t:able) 



} END IF 



Flg.8A 
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/* Initialization */' 






Select Allowable Interference 


Margin 


in dB, 


Intf_Margin 






/* Set the Interference Level to 


Zero */ 




Intf_level_est <- 0; 







I10.8B 
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/* General Operation */ 
FOR each frame; 
{ 

Get instantaneous RSSI measurement for Frame (max 
of early/middle/late) , RSSI 

Get instantaneous Signal Quality measurement for 
frame, SQ 

Look up CNR_basedon_SQ corresponding to this SQ 
from table. i.e. find value in SQ^table closest to SQ, 
and determine the CNR associated with this SQ table 

value. Call this value CNR_basedon_SQ. If SQ does not lie 
within bounds of SQ_table, use association based on 
closest value which is in the table. 

/* account for cases where RSSI does not lie 
within tabulated bounds */ 

IF (RSSI >= max_CNR_in_table) 
RSSI <- max__^CNR_i notable 

ENDIF 



IF (RSSI <= min_CNR_in_table) 
RSSI <- min_CNR_in_table 

ENDIF 



ng.8C 



12/05/2003, EAST version: 1.4.1 



U.S. Patent 



Jul. 8, 2003 



Sheet 12 of 12 



US 6,591,382 Bl 



Continued from FIG. 8C 



/* Filter difference between measured RSSI and 
RSSI perceived by SQ measurement 

Intf_level_est <- (1-a) Intf_level_est + a 

{RSSI - CNR_basedonSQ) 

/* a is a TBD parameter which is (1/2) to some 
integer power. . 1/1^ or 1/32 tend to work 

well in simulations */ 

/* X is a value TBD which relates to the 
variability in'^RSSI measurements and choice 

of small a which limits the amount of 

averaging done. A small a, however, is necessary for quick 
transient responses. Xrao should be small. */ 

IF (Intf_level_est > Intf_juargin +^^0) 

Send 'Interference Detected from SQ' message to 
RME, along with value of Intf_level_est 

ENDIF 

END For each Frame 'FOR LOOP^ . 



rHi.in 
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PERFORMANCE IMPROVEMENT OF Solutions to this problem have been proposed as is 

INTERNET PROTOCOLS OVER WIRELESS evidenced by the following publications: (1) R. Caccres et 

CONNECTIONS . al. "Improving the Performance of Reliable Transport Pro- 
tocols in Mobile Computing Environments," IEEE Journal 
5 on Selected Areas in Communications, Vol. 13, No, 5, June 

BACKGROUND OF THE INVENTION 1995; (2) R Karn, "The Qualcomm CDMA digital Cellular 

1 ij f .u I System," Proceedings of the USENIX Motile & Location- 

1. Field of the Invention 111.^-^ . 0 • -^c ->« a 

Independent Computing Symposium, pp. 35-39, August 
The present mvenlion relates generaUy to a system and 1993. (3) Hbalakrishnan et. al "Improving ReUable Trans- 
method for providing improved performance of Internet jq port and Handoff Performance in Cellular Wireless 
protocols over wireless connections, and mort specificaUy. Networks," Wireless Networks, Vol 1, No. 4, pp 469-4S1, 
to a system and metliod tor improvmg performance of 1995. (4) j s^Uzcr et al. "End-to-end Arguments in System 
Internet protocols by preventing TCP/IP congestion avoid- Design," ACM Transactions on Computer System Design," 
ance mode as a result of errors in the wireless connection. ^^j^ Transactions on Computer System (TOCS), Vol. 2, 

2, Related Ait 15 No. 4, pp. 277-288, 1984; and (5) B. R. Bandrinath et. al 
Current trends indicate a significant increase in the use of "Handling Mobile Qients: A Case for Indirect Interaction." 

mobile computing devices such as auto PCs, personal digital Proceddings of the 4th Workshop on Workstation Operating 

assistants (PDAs) and the like. Accordingly, there is an Systems, pp. 91-97, October 1993. 

increasing demand for fast and reliable wireless communi- However, these conventional solutions require changes to 

cation links to computer networks, such as the Internet. 20 jay^j- to provide error free service to the transport 

The problem is that current communication techniques layer. Further, current link layer error detection and correc- 

using TCP/IP protocol suites have proven to be troublesome tion schemes introduce additional delays due to the retrans- 

when used in wireless networks. This is primarily due to the mission of data. Thus, using techniques, such as the shding 

fact that TCP/IP was originally designed to be used with window protocols as suggested by (1) above, can still trigger 

hard-wired or "fixed" transmission links rather than wireless congestion avoidance mode in TCP/IP 

radio links. Another approach is to offer limited link layer recovery, 

Specifically, the TCP/IP suite of protocols was designed leaving complete recovery to the transport layer, as sug- 

for environments using highly reliable transmission media gested by (2) above. The problem with this solution is that 

with very low bit error rates (BER). llius, TCP/IP was it doesn't address TCP/IP congestion avoidance issue at all, 

designed with the assumption that the underlying physical it just delays its onset. 

connections used to transport the data were error- free. Yet another conventional approach, as suggested by (3) 

Consequently, TCP/IP assumes that low bandwidth condi- above, is to add a snoop agent to base station routing 

tions are caused by congestion, rather than problems related software. Using this approach, the snoop agent maintains a 

to the underlying transport media. Accordingly, TCP/IP cache of unacknowledged base station-to-mobile station 

responds to low bandwidth conditions (i.e. packet losses) by TCP packets. When a packet loss is detected (e.g. via 

slowing down the transmission rate. This works well for duplicate acknowledgements or a local timeout), the snoop 

wired networks but can be disastrous for wireless connec- agent retransmits the lost packet, preventing congestion 

tions. recovery by TCP. An acknowledgement from the mobile 

Typically, packet losses in wireless networks are not 40 station allows the snoop agent to clean up its cache, update 
caused by congestion but arc caused by high bit error rates, round trip time estimates, etc. 

due to weak and fading wireless transmission links. The The problem is that these conventional approaches all 
quality of such wireless transmission links is affected by require significant overhead in tenns of software and design 
physical obstructions, weather conditions, atmospheric changes to current systems. For example, the snoop agent 
conditions, power failures, and the distance between cells 45 approach requires that IP multicast be implemented and used 
(and density of cells) in a cellular network. In most cases, during cellular handoffe. Further, this solution requires that 
congestion avoidance (by stopping transmission for a period TCP be modified on the mobile station side. Still further, this 
of time) during adverse conditions is an inappropriate and other conventional approaches violate protocol-layering 
response in a wireless network. Moreover, the resultant principles by using information and messages in the trans- 
reduction in overall transmission rates during rapidly fading 5Q port layer for link layer purposes. 

conditions only serves to further increase already existing Accordingly, what is needed is a system and method foj 

bandwidth problems. providing improved trarsmission rates usinfi^l CP/lP protol 

One of the built in error-correcting procedures used by cols "over wireless nelj^ynrks that p^p impipmfipif H j^iih- 

TCP/IP is referred to as congestion avoidance mode. When •^ut chanfiing TCP/IP protocols an d circumvents inappropri- 

packcl losses arc detected, TCP/IP enters into congestion 55 ate occurrences of TCP congestion avoidance mode, 
avoidance mode, which causes an exponential reduction in 

the transmission rate. This procedure works weU for fixed SUMMARY OF THE INVENTION 

networks because the packet loss is almost always due to Accordingly, the present invention is directed toward a 

traffic congestion. system and method for providing improved pcrformance_o f 

However, in a wireless network, where the packet loss is 60 Internet protocols over wireless networks. A n advantage of 

often due to rapidly fading conditions, a reduction in the the present invention is that it can be implemented entirely 

transmission rate should be avoided at all costs. Entering within the link layer of a protocol stack and does not affect 

into congestion avoidance mode only serves to increase any of the other layers. Another advantage of the present 

problems and cause additional and unnecessary delays. invention is that it responds appropriately to low-bandwidth 

Instead, during these conditions, throughput should be main- 65 conditions caused by weak and fading wireless connections 

tained and other forms of error correction techniques should by maintaining throughput and thereby circumvents inap- 

be used. propriate instances of TCP/IP congestion avoidance mode. 
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The present invention coniprises at least one basic error - 
correcting/detecting service protocol and at least one robu^ 
'error-detectinfi/cnrrecting service protocol witfiir^ the link 
layers of the mobile and base station's protocol stacks. 
Communications are initiated using a well known basic s 
cnror-dctccting/corrccting protocol^ uch as Link Access 
Protocol (LAP). During data communications, a quality of 
service n j^nitf"' mn^itantlv monitors the signal quality, via a 
[signal quality indicatorj generally coupled to the physical 
layer. An example of a signal quality indicator is a data lO 
logger that^aintains a log of bit error rates d uring data 
jnmmiifljc atiQDS . Another example of a quality indicator is 
a channel quality estimator that can be used to predict a 
degradation ol signal quality. 

When the quality of service monitor detects that the signal 15 
quality falls (or is about to fall), below a predetermined 
threshold, the mobile station attempts t o switch to the robust 
erro r-detecting/correcting service protocol to be used during 
^^eak conditions. An example of an robust error-detecting/ 
correcting protocol is forward error correction (FEC) pro- 20 
tocol. 

To accomplish the changeover, the mobile station first 
determines whether the base station supports the switchable 
protocol feature of the present invention. If the feature is not 
supported, then the changeover is temporarily disabled. In 
this fashion, the present invention is transparent and fiilly 
compatible with conventional systems. Generally, the deter- 
mination of whether the base station supports the 
changeover feature of the present invention is accomplished 
during the link estabUshment phase. 
^ If the changeover feature of the present invention is 
supported, a _switc ho ver message is sent from the mobile 
station to thTbase station directing it to switch to the robust 
error-detecting/correcting protocol on the next frame (or a 
specified frame number). The mobile station and the base 
station switch to the robust error-detecting/correcting 
protocol, which is used during weak signal conditions. If the 
quality of service rises above a second predetermined 
threshold, the basic error-deteciing/correcting protocol is 
restored in both the mobile and the base stations. 

BRIEF DESCRIPTION OF THE FIGURES 

The present invention is described with reference to the 
accompanying drawings, wherein: 

FIG. 1 is a diagram depicting a typical operation 
environment, according to an embodiment of the present 
invention. 

FIG. 2 is a block diagram depicting portions of protocol 
stacks within a mobile station and a base station, according 
to an embodiment of the present invention. 

FIG. 3A is a block diagram depicting components of the 
present invention within a mobile station, according to an 
embodiment of the present invention. 

FIG. 3B is a block diagram depicting components of the 55 
present invention within a base station, according to an 
embodiment of the present invention. 

FIG. 4 is a flowchart depicting a process that can be used 
to implement an embodiment of the present invention. 

FIG. 5 is a flowchart depicting a process that can be used 60 
to switch back from an robust error-detecting/correcting 
protocol to an basic error-detecting/correcting protocol, 
according to the present invention. 

FIG. 6 is a flowchart depicting a process that can be used 
to determine if a base station supports the changeover 65 
protocol feature of the present invention during XID nego- 
tiation. 
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FIG. 7 is a flowchart depicting a process that can be used 
to determine if a base station supports the changeover 
protocol feature of the present invention via a message sent 
during data communications. 

FIGS. 8A-8D are example algorithms written is 
pseudocode that can be used for Signal Quality Statistic- 
based Interference Tracking in accordance with an embodi- 
ment of the present invention. 

In the figures, like reference numbers generally indicate 
identical, functionaDy similar, and/or structurally similar 
elements. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The present invention is directed toward a system and 
method for providing improved performance using TCP/IP 
protocols over wireless networks that can be implemented 
entirely within the link layer of a protocol stack. The system 
and method of the present invention responds to poor quality 
channel conditions caused by weak and fading wireless 
connections by maintaining transmission throughput and 
preventing TCP/IP congestion avoidance mode. 

FIG. 1 is a diagram depicting a typical operating envi- 
ronment according to a preferred embodiment of the present 
invention. A mobile station 7 is typically installed within a 
mobile unit such as an automobile or the like. In one 
embodiment, the mobile station 7 is a general-purpose 
computer system running an application program, such as a 
World Wide Web browser. In other embodiments the mobile 
station 7 is a PDA, an Auto PC, a pager, a cellular telephone, 
a navigational computing system, or the like. 

As shown in FIG. 1, the mobile station 7 is performing 
end-to-end communications with the fixed station 2. The 
fixed station 2 is coupled to a computer network 1, such as 
the Internet, As shown, part of the communication path 
between the fixed station 2 and the mobile station 7 is 
maintained through a wireless communication link. 

It should be noted that the Internet is just one example of 
a computer network that can be used with an embodiment of 
the present invention. In other embodiments, any type of 
computer network can be used. Accordingly, the use of the 
Internet in the examples presented herein, should not be 
construed to limit the scope and breadth of the present 
invention 

In the examples presented below, cellular technology is 
used to implement the wireless communication links of the 
present invention. For example, in FIG. 1, the base stations 
3A and 3B (generally, 3) and the mobile switching center 8 
represent a portion of a typical cellular network. The base 
stations 3 send and receive radio signals to and from the 
mobile station 7. The mobile switching center 8 is coupled 
to the base stations 3 via standard telecommunication trans- 
mission lines. Likewise, the mobile switching center 8 is 
typically coupled to a public switched telephone network 9 
via standard telecommunication transmission lines. 
Typically, a public switched network 9 is coupled to the 
Internet 1 at point-of-presence using high bandwidth tele- 
communication channels. 

The cells 5 and 6 represent the range of the transceivers 
in each of the base stations 3A and 3B, respectively. As the 
mobile station 7 moves within cell 5, or between the cells 5 
and 6, it transmits and receives data packets with the 
particular base station 3 associated with the current cell. 
Generally, the cells 5 and 6 overlap one another so that the 
mobile station 7 is always in radio communications with at 
least one base stations 3. Switching from one base station, 
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such as 3A to another base station, such as 3B, is referred to to the physical layer 25 and 26. In this fashion, application 

herein as handover. programs, such as the application program 30 and the 

Note that the cellular network shown in FIG. 1 is just one operating system are not altered. Instead, as described 

example of a technology that can be used to implement the below, the present invention is implemented entirely via 
wireless communications of the present invention. In other 5 firmware changes within network devices such as modems, 

embodiments, different types of wireless technology can be cellular network communication devices and the like, 

used, such as low orbit or geosynchronous orbit satellite Each layer in the protocol stacks 20 and 21 offer a service 

communications. In fact, any type of wireless technology to the layer above. These services are depicted in FIG. 2 as 

can be used to provide the wireless communication links in the double-sided arrows between the layers. For reasons of 
accordance with the present invention. lO speed and cflBcicncy, the physical layer 25 is typically 

FIG. 2 is a block diagram depicting details of the mobile implemented in hardware. .The link layer 24, network layer 

station 7 and the base sUtion 3 in accordance with one 23 and the TCP/IP protocol suite 22 are generally imple- 

embodiment of the present invention. In particular, FIG. 2 mented in software. Typical services offered to the link layer 

depicts a portion of the protocol stacks 20 and 21 that are 24 by the physical layer 25 are channel detection/selection; 
implemented via software and/or hardware within the 15 frame extraction and delivery to the link layer 24. The link 

mobile station 7 and the base station 3, respectively. The layer 24 will perform an error detection and correction 

communications path indicator 24 depicts the logical com- service, a re-assembly service and a delivery service to the 

munication flow through the various protocol layers within network layer 23. The network layer 23 may offer an 

the protocol stacks 20 and 21. encryption/decryption service and a header compression/ 

As shown, the mobile station 7 comprises a protocol stack decompression service to the IP layer within the TCP/IP 

20. The protocol stack 20 as depicted, is based on the Open protocol suite 22. The TCP/IP protocol suite 22 offers a 

System Interconnection (OSI) reference model. In this reliable data transport service lo the application program 30. 

example, only those portions of the OSI reference model Examples of such protocol stacks are IS-707 CDMA Data 

relevant to the present invention are shown. Accordingly, the Services; Cellular Digital Packet Data (CDPD); GSM 

protocol stack 20, in this example, comprises a physical Packet Radio Service (GPRS), and pACT. 

layer (layer- 1) 25, a data link layer or "link layer" (layer-2) The application module 30 represents an application 

24, a network layer (layer- 3) 23 and a transport layer 22. An program, such as a web browser or the like. Such application 

application layer is depicted as the application module 30. programs 30 generally run on top of the protocol stack. 

It should be noted that the layered models presented in the Examples of web browser application programs include 
examples herein are simplified versions of acUial layered Internet Explorer® and Netscape NavigatoiO. 
protocol stacks. These simplifications are used for the sake The path indicator 24 depicts the physical communication 
of clarity and to distinctly point out the details of the present path from the mobile station 7 to the base station 3 through 
invention. For example, layers that are not relevant to the the various protocol layers: As shown, the application pro- 
description of the present invention are not depicted. In gram 30 communicates with the TCP/IP suite 22. Next, as 
addition, TCP/IP is depicted and described as a single layer, indicated, the TCP/IP suite 22 communicates with the net- 
rather than four separate layers (i.e. L4 {Telnet or FTP or work layer 23, which is generally part of the protocol slack, 
e-mail etc.}; L3 {TCP or UDP}; L2 {IP or ICMP or IGMP}; The network layer 23, communicates with the link layer 24, 
LI {interface to whatever is underneath}.). which as stated, are generally implemented in software. The 

It is noted that TCP/IP is a protocol suite and is generally link layer 24 communicates with the physical layer 25, 

considered to be a 4-layer system consisting of a number of which as stated, is generally implemented in hardware, 

protocols at each of the four layers. It is, however, common Generally, data from the physical layer 25 is transmitted 

practice to refer to the TCPAP protocol suite as if it was a over a transmission link to a receiving device. The receiving 

single layer. device, having a similar protocol stack as the sending 

This simplification is made to emphasize the point that device, receives the data through the receiving device's 

changes to the TCP/IP are not required in accordance with physical layer. The path 24 in this example shows the 

a preferred embodiment of the present invention. conceptual data path from the physical layer 25 in the mobile 

Referring now to FIG. 2, the shaded portions of the station 7 to the physical layer 26 in the base station 3. The 

protocol stacks 20 and 21 are the only portions that are physical data path is depicted by the wireless radio com- 
modified in accordance with a preferred embodiment of the jq munication link 19. 

present invention. In particular, the present invention is The base station 3 comprises a protocol stack 21. In this 

implemented by modifying only the link layer 24 of the example, the base station 3 serves as a communication 

mobile station*s protocol stack 20 and the link layer 27 in the gateway between two end-to-end peers, namely the mobile 

wireless side 18 of the base station*s protocol stack 21. station 7 and the fixed station 2. Accordingly, only two 
Thus, unlike conventional solutions, which require exten- 55 layers, the physical and link layers, are required for the 

sive modifications, an advantage of the present invention is gateway device 3. 

that TCP/IP is not modified to implement the performance In addition, the protocol stack 21 comprises a wireless 

improvement over wireless networks. side 18 and a wired side 17. The wireless side 18 commu- 

As described below, an embodiment of the present inven- nicates with the mobile station 7, via a wireless communi- 
tion is implemented at the link layer. In general, the link 60 cations link 19. The wired side 17 communicates with the 

layer takes data from the higher layers, creates data packets, mobile switching center 8, via a hard-wired communications 

and sends the packets out through the physical layer. In the link 18. 

opposite direction, the link layer receives packets from the As indicated, data enters the physical layer 26 and is 

physical layer, then combines the packets and sends data to passed to the link layer 27 on the wireless side 18. The 
the higher layers. 65 shaded block of link layer 27 indicates that changes to this 

llius, by only modifying the link layer 24, the present layer are required for a typical implementation of the present 

invention is transparent to higher layers (23, 22, and 27) and invention. Next, as indicated, the data is sent to the link layer 
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28 on the wired side of the protocol stack 21. Next, the data tocols are also used in noisy enviroaments and when large 

is passed to the physical layer 29, where it is transmitted bandwidth channels are available. 

over the wired telecommunications link 18 to the mobile Current link layer implementations of communication 

switching center 8. protocol stacks using TCP/IP generally use a LAP error- 

As stated, the highlighted blocks 24 and 27 indicate the 5 detecting service protocol. LAP is a common full duplex, 

location where modifications are made to existing systems in point-to-point bit synchronous data link control protocol, 

accordance wiih an embodiment of the present invention. In The application program 30 presents a data stream for 

particular, modifications as described below, are preferably transmission to TCP/IP 22. TCP/IP 22 will split this data into 

made to the link layers 24 and 27 in the mobile station 7 and packets. These packets are modified by the addition of 
the base station 3, respectively. No other changes to existing 30 headers containing packet identification information. These 

hardware and/or software are required. packets are passed to the network layer 23, where the packet 

FIG. 3 A is a block diagram depicting components that can headers may be compressed, and the packet encrypted. The 

be used to implement an embodiment of the present inven- packet is passed the link layer 24, where it is divided into 

tion in the mobile station 7. A portion of a protocol stack in frames. How these frames are further modified depends on 

the mobile station 7 is represented in FIG. 3A. In particular, the type of link protocol used. If a basic error-detecting/ 

the protocol stack comprises a network layer 40, a link layer correcting protocol is used (e.g. LAP) the frames are modi- 

41, and a physical layer 42. In a preferred embodiment, the fied by the addition of headers containing frame idenlifica- 

present invention is implemented by adding components to tion information. If a robust error-detecting/correcting 

the link layer 41. Accordingly, as shown, no changes are protocol is used (e.g. FEC), headers containing frame infor- 
required in any of the other layers in the protocol stack. ^0 mation are added and correction bits are inserted into the 

At least Jwo service protocols are used to implement this Examples of such coding schemes are Hamming 

example embodiment of the present invention. In particular, ^^^^ Convolutional Code. 

as shown, the present invention utilizes a link access pro- As stated, the link layer embodiment of the present 

tocol (LAP) 48 and a forward error correction ^EC) pro^ invention comprises at least one selectable basic error- 

Jo col 49. More generally however, the present mvention detecting/correcting protocol and at least one selectable 

" utilizes at least one basic error-detecting/correcting protocol robust error-detecting/correcting protocol. In this example, 

(such as LAP 48), and at least one robust error-delecting/ the robust error-detecting/correcting protocol is represented 

correcting protocol (such as FEC 49) to achieve the perfor- by the FEC module 49, and the basic error-detecting/ 

mance improvements of TCP/IP as described herein. correcting protocol is represented by the LAP module 48. 

In other embodiments, more t han two service protocols In operation, the present invention defaults to the LAP 

^re used. However, it is important to note ttiat unlike current basic error-detecting/correcting protocol 48. Accordingly, 

systems, which use a single service protocol, the present the LAP module 48 is used during normal operating condi- 

invention makes use of at least two different selectable lions when the channel quality is above a predetermined 

service protocols. As described below, a particular service threshold. However, when the channel quality (or predicted 

protocol is selected based on a predefined criteria jissoci ated_ channel quality) falls below a predetermined level, the 

with the wireless channel quality . present invention attempts to switch to the FEC module 49 

Before describing the details of this example embodiment to implement the forward error-correcting service protocol, 

of the present invention, it is important to note the general As described below, the switch to another service protocol 

distinctions between basic error-detecting/correcting proto- can be achieved if the currently communicating base station 

cols and robust error-detecting/correcting protocols. In 3 supports the "changeover feature," also referred to as the 

general, basic error-detecting/correcting protocols, such as "switchable L2 feature," in accordance with the principles 

LAP 48, add a small amount of redundant information to disclosed herein. Otherwise, the LAP protocol is maintained 

each data fi-ame. This small amount of redundant informa- and operations continue using the LAP module 48. In this 
tion is used by the receiving system to detect the occurrence 45 case, the performance improvements of the present inven - 

of errors. When errors are detected, the sending system is lion will not be realized, but this feature makes the present 

asked to re-transmit one or more data frame(s) associated invention compatible with conventional systems, 

with the error(s). Referring back to RG. 3A, the FEC module is coupled 

Robust enror-detecting/correcting protocols, on the other with a downstream switch 47 and an upstream switch 38. 
hand, include a larger amount of redundant information with 50 Similarly, the LAP module 48 is coupled with the down- 
each data frame. This redundant information is sufficiently stream switch 47 and the upstream switch 38. The upstream 
large to correct the data when errors that are detected. and downstream switches 38 and 47 function to enable 
Accordingly, re-transmitting data frames are generally not cither the LAP module 48 or the FEC module 49 and control 
required when robust error-detecting/correcting protocols, the data flow through the appropriate protocol module, 
such as FEC 49, are used. 55 Thus, when the LAP module 48 is enabled, the data path 

The benefit to using basic error-detecting/correcting indicated by the arrows 56 is active. Similarly, when the 

protocols, such as LAP 48, rather than robust error- FEC module 49 is enabled, the data path indicated by the 

detecting/correcting protocols, such as FEC 49, is that the arrows 54 is active. The upstream and downstream switches 

former requires less redundant information, thereby increas- 49 and 47 operate in concert to control the data flow. As 
ing the data payload carried on a channel. 60 shown, a protocol selection module 44 is coupled to the 

Robust error-detecting/correcting protocols, such as FEC upstream and downstream switches 49 and 47. The protocol 

49, are generally used for mission critical data that must be selector 44 controls when the switches 38 and 47 are 

received on the first transmission. For example, robust activated to switch protocols. 

error-detecting/correcting protocols are used to transmit The protocol selector 44 is coupled with a quality of 
telemetry data from spacecTaft to mission control centers. In 65 service (QOS) module 43. 'llie QOS module 43 is coupled 

this environment, the re-sending of data is either impracti- with a quality of service indicator 46, which is generally 

cable or impossible. Robust error-detecting/correcting pro- coupled to the physical layer 42. As the name implies, the 
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quality of service indi cator 46 is us ed to ind icate a quali ty of 
scivi ce. ' llie quality oi _s^i'ce'iDdicatQr ^Ad 5ti Of toanv 
^ftfflDS-as long as it indicates either a current or a predicted 
[uality of scrvicxL- 
r — T For example, the quality indicator 46 can be as simple as 
I a data logger found in many cellular telephone transceivers. 
Generally, a data logger keeps track o tbit error rates (BER') 
for data transmissions and is used as a debugging tool by 
service technicians. 

In this example, the data logger 46, or more generally, the 
quality indicator 46, is used to track the bit error rate of data 
transmissions. This is monitored on a continual basis by the 
OOS module 43. When the QOS module determines that the 
quality indicator is below a certain predefined thresholds it 
alerts the protocol selection module 44 to attempt to switch 
protocols. 

As stated, many other means can be used as the quality, 
indicator 46. Using the above example of the bit error rates, 
the quality indicator reports a historical and current signal 
quality. In a preferred embodiment of the present invention, 

ta predicted or ftiture indication of signal quality is preferred. 
A future indication of signal quality is preferred to allow for 
additional time to correct errors during rapidly fading con- 
jditions. 
For example, to predict a signal quality, signal channel 
quality estimates are derived from a measurement of the 
received signal power, retrieved from the physical layer 25. 
This could for example, predict a fading signal quality 
before it occurs. 

In one example embodiment, three separate channel qual- 
ity estimation methods are used as follows: 

1) Test Tl: Signal-to-Noise-and-Interference-Ratio 
(SINRyjrest_TLis^used.when a p acket js no* #*rrr>r 
/ 2) Test T2: Packet Error test (PER). Test T2 is used when 
\_ a nacket is in errnr ' 
3) Test T3: Average Signal strength (SNR). Test T3 is used 

for all packets. 
In this fashion, by including all three methods Tl, 17, T3, 
a large variety of channel failure mechanisms and impair- 
ment levels may be covered. For example, low levels of 
interference will degrade packet communications, whereas 
higher levels can completely obliterate them. By being 
responsive to gradual channel degradation (as one would 
largely be with estimation based on * error-free* received 
packets Tl), countermeasures can be taken before the over- 
all communication quality becomes 'notably bad'. In 
addition, by immediately detecting, with low false alarm 
probability,- sudden catastrophic interference events, coun- 
termeasures T2 can be taken to significantly diminish the 
impact of catastrophic events, so that they are barely per- 
ceived by the application 30. Interference may not be the 
culprit for a significant number of packet errors: a dimin- 
ishing average signal level may be. The average signal 
strength test T3 makes this determination. 

When many packet errors occur, the SINR test Tl would 
be seldom functional, because it only operates on error-free 
packets. For Ihc lamcJPER case, one solution would he \cs 
cross-check the average P^R statistic Rgain5tt thf. avcpp^ 




or exponential channel back-oflf should be performed. There- 
fore only details for the SINR test Tl are provided. 

The SINR test Tl forms an SINR estimate by subtracting 
an estimate of the interference and noise power (in dB) from 

5 the measured signal power. The SINR is then be mapped to 
BER and/or PER using previously tabulated BER (or PER) 
vs. SNR characteristics (for the communication method and 
channel). This test is used determine whether the channel 
impairment is due to low signal levels (caused by Rayleigh 

10 fading or building shadowing, or propagation loss, for 
example) or interference (caused by channel congestion for 
example). This determination is required to allow the correct 
recovery action (e.g. protocol switch or congestion 
avoidance) to lake place. The SINR statistic in itself is 

15 suflScient to determine what grade of service could be 
supported with a particular error correction strategy. If the 
SINR, (or projected PER or BER, or average SINR) drop: 
below an allowable threshold, then a request can be made for 
incre ased e rror correction capability ( i.e. FEC), a better 

2(f channel, or a handover to a ditterent base station. 

Example: Tl Test SINR: SINR, PER, and BER 
Estimation for Packets Not in Error 
Measurements 

1. Signal+Noise+Interference Estimate: RSSI (Relative 
Signal Strength Indication) measurement. Available 
from the physical layer 25, either from the RF circuitry 
or the demodulator circuitry 

2. Noise+Interference Power Estimate: Average of the 
squared detection residuals (received symbol -detected 
symbol) for each received symbol in a packet. 

This averaged statistic (mean-squared detection error) is 
generally compiled by the physical layer 25, and is acces- 
sible by the higher layers. 
Calculations 

_SINR_in_dB«RSSI_in_dB-(estimatcd noise+ 
interference power) in dB 
Justification for the above statistic 

(S+N+I)/(N+0=S/(N+I)+I+RSS[-*/{cstimatcd noisc+interfcrencc 
powcr)-l+SINR 

SINR=RSSI/(estimated noise+interference power)-l 
Typically, if the data is received without error, SINR»1, 
which implies 

SINR + RSSI/(esti mated noise+interference power), or, 
equivalently, 

SINR__dB«RSSI_in_dB-(estimated noise+interference 
power)__in_dB 
Significance of SINR in dB 

When the SlNR_in_dB begins to get small, the channel 
quality will become questionable for the current level of 
error protection, and Forward Error Correction should be 
requested. 
Conversion to BER 

A lookup table maps SINR_in_dB to expected BER, 
using a standard BER vs. SINR characteristic curve as its 
reference. 'Consulting this table allows a prediction of what 
the operating BER is, even when no bits are in error. BER 
vs. SINR curves arc standard performance data calculated by 
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signal level statistic. If the measured FER is much larger 60 Systems Engineers during the design process, and recorded 



than a projected FER based on the average signal level (say, 
using a plot of PER vs. SNR for a Rayleigh fading channel), 
then interference is probably present. 

When the PER ts large, adding extra error correction 
capability won't be of assistance, so the "average-PER vs. 
average-signal-level test" is oriented more towards deter- 
mining whether a channel switch, base station reassignment. 



65 



by Field and Production Engineers for production parts. The 
mapping process is valid because that over a single packet, 
the signal level is relatively constant— even in a wireless 
environment — although it may not be constant from packet 
to packet. 

Wireless communication standards such as PHS (Japan), 
DECT (Europe), and IS-95 (U.S.) share this characteristic. 
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This allows the use of BER vs. S[I]NR characteristics based 
on AWGN (additive white gaussian noise) rather than Ray- 
leigh fading. This is advantageous because it leads to much 
higher levels of statistical significance with lesser numbers 
of packets. Rayleigh fading characteristics arc averaged over 
an ensemble of fading power to form an average perfor- 
mance. This implies that many packets (and signal levels) 
must be spanned for them to have significance. (Without 
statistical significance, one cannot take any actions based on 



indicate a current or to predict a future signal quality 
Accordingly, the examples u^eH herein snoulcTnot be'ron' 
strued to limit the scope and breadth of the present invea- 
Jioa^ 

; Referring back now to FIG, 3A, the protocol selection 
module 44 is coupled to an establish new protocol (ENP) 
module 45. The £N? module 45 determines if the current 
base station 3 supports the switchable 12 feamre of the 
present invention. If the changeover feature is supported, the 



the data with a large degree of certainty that the data has lO ENP 45 operates to establish a new protocol w ith the base 



been interpreted correctly)- 
Conversion to Packet error Rate PER 

The SlNTi_dB can also be mapped directly into the 
packet error rale (PER) using PER vs. SINR statistics. This 
mapping can be done with a lookup table, similar to the BER 15 
conversion described above (if the channel SINR is constant 
over a frame interval of time). 
„ , — Another conversion (which utilizes the BER estimate) is 

PER=1-(1-BER)* numsymbols_in_„bursl 



station 3. Examples of procedures that can be used to 
determine if the base station 3 supports the changeover 
feature, are described below with reference to FIGS. 5 and 
6. 

Once a new protocol has been established with the base 
giajig n 3 ^^ he ENP 45 sends a signal to the protocol selection 
mnd ^l&_44_I n response to this signal, the protocol selection 
module 44 switches protocols by sending the appropriate 
signals to the upstream and downstream switches 38 and 47, 



II Note that these calculations allow one to predict the 20 simultaneously. 

/( frame/packet error rate accurately, despite the fact that should be noted that the organization and the descrip- 

/ statistics are taken only on frames not in error. This method tion of the separate modules shown in FIG. 3 A are for 

/ has a much higher resolution than counting the number of exemplary purposes only to distincUy point out and describe 

/ packet errors, because it takes a large number of packets to feanires and functions of the present invention. Maav 

I get statistically suflScient numbers for the packet error rate, 25 other organizations or modules are possible, as would be 

I Rationale for use only with packets not in error appreciated by persons skilled in the relevant arUs). 

I The squared detection residuals used to form this estimate Accordingly, t he use of the modules for describing-the 

are not an accurate measure of the noise+interference power general ftLnctiona Jit>;^onhc t)r esem invention s hould not b_e_ 

when there are bit errors in the frame. The bit errors bias the construed to bcTimiS^g. . ' _ 

residuals. Residuals should only contain noise and interfer- FIG. 3B is a block diagram depicting components that can 
ence contributions if they are to be used to estimate power \ be used to implement an embodiment of the present inven- 



levels of those sources. 

Modifications to account for measurement errors etc. 

Various uncertainties will arise in the measurement pro- 
cess. Sources of such uncertainties include manufacturing 
non-uniformity [primarily in RF parts], temperature of 
operation, tracking errors, or RSSI measurement accuracy. 
In a practical implementation, a mechanism must be invoked 
to desensitize the method to such uncertainties; otherwise, 
erroneous SINR and PER estimates, along with subsequent 
false alarms could result. For this reason, in practical 
applications, one preferably does not directly map the 
SINR_in_dB to a PER or BER figure. Instead, an adjust- 
ment for * worst-case measurement errors* is made, and the 
resulting statistic is used during the PER or BER mapping. 
This statistic is calculated using the formula: 

worst_casc_SN R_in_dD-SINR_i n_dl3+crror_margin_in_dB 

where error margin_in_dB can be set to several dB, and 
yet detect degraded channels/interference quite well. 

However, the more the margin, the less sensitive the '^riiie protocol (49 or 48) 
algorithm is in delecting channel impairments andi 
interference. 

An alternative approach to directly computing the SINR 
(which achieves similar aims) is to track the interference 
level. FIGS. 8A-8D are example algorithms (in pseudocode) 
that can be used for Signal Quality Statistic-based Interfer- 
ence Tracking. The use of this pseudocode to implement 
these algorithms would be apparent to persons skilled in the 
relevant art(s). In this example, Signal Quality is defined as 
the sum of detection residuals. Signal Quality vector is 
defined as the Signal Quality evaluated at a number of 
different SNRs, stored one entry in the vector per SNR 
value. 

It is noted that other means, in addition to the_exampk 
described above, can be used by the QOS monitor 43 to 



tion in base station 3. A portion of a protocol stack in the 
base station 3 (wireless side 18) is represented in FIG. 3B. 
In particular, the protocol slack comprises the network layer 
61, the link layer 62, and the physical layer 63. In a preferred 
embodiment, the present invention is implemented by add- 
ing components to the link layer 62 on the wireless side 18 
of the base station 3. Accordingly, as shown, no changes are 
required in any of the other layers in the protocol stack. 

As shown, the components that are added to link layer 62 
of the base station 3 are the same components as described 
above with respect to the mobile station 7. However, in this 
example, not all of the components used in the mobile 
station 7 are used in the base station 3. In this example, the 
5 base station 7 lacks a QOS monitor, a quality indicator and 
an establish new protocol module. These modules are not 
included because the base station 3, in this example, does not 
monitor signal quality. Instead, in this example, the base 
station 3 only responds to a switchover message from the 
50 mobile station 7. As described below, when the base station 
3 receives a switchover message it switches to the appro - 
^_^ria . ; 

( However, in other 'embodiments, the base station 3 can 
monitor signal quality in much the same manner as 
described above with respect to the mobile station 7. In that 
case, the components that are missing from FIG. 3B are 
added, such that FIG. 3B looks similar or exactly the same 
as FIG, 3A. The choice of functionality implemented within 
the base and mobile stations, 3 and 7, depend on each 
specific implementation of' the present invention. 

In this example, however, the base station 3 receives a 
switchover message from the mobile station 7 to switclf 
protocols. When this occurs, the protocol selection module 
60 enables the protocol specified by the switchover message. 
All of the remaining components shown in FIG. 3B function 
the same as the associated components described above in 
FIG. 3A. 
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FIG. 4 is a flowchart depicting a process that can be used indicator is monitored. Next, in step 94, the process deter- 
to implement the present invention. In particular, it is mines if the quality of service has risen above a predeter- 
assumed that the default basic error-detecting/correcting mined threshold value. 

protocol (such as LAP 48) is active. Typically, communica- Note that in a preferred embodiment, the value used for 

tions are established between a base station 3 and a mobile s the predetermined threshold from step 94 is not the same as 

station 7 using the default basic error-detecting/correcting the value used for the predetermined threshold from step 74. 

protocol. Instead, a somewhat lower error rate should be used to 

The process begins with step 72. In step 72, the process switch back to the basic error-detecting/correcting protocol 

monitors the quality of service. As stated, this can be to avoid excessive mode switches. For example, suppose a 

performed by monitoring a quality indicator 46, such as a bit lO bit error rate of 10% is selected for the threshold value in 

error rate logger coupled to the physical layer. In another step 74. In this case, a lower error- rate (i.e. 5%), should be 

example, a quality of service indicator can be achieved by used for the threshold value to switch back to the basic 

predicting future signal quality using the methods described error-detecting/correcting protocol. 

above. Next, in step 74, the process determines whether the Next, as shown in step 95, the process sends a switchover 

quality of services is below a predetermined threshold. If 35 message to the base station 3 to indicate that a protocol 

not, the process loops back to step 72, where the quality of switch to the basic error-detecting/correcting protocol 

service is monitored on a continual basis, as indicated by the should occur at the next, (or a specified) frame 'number, 

loop 72-74. If the quality of service falls below the prcde- Next, as indicated by step 96, the switch back to the basic 

termincd threshold, control passes to step 75. crror-detecting/correcting protocol is performed. As shown. 

In step 75, the process determines whether the changeover 20 in this example, there is no need to determine whether the 

feature of the present invention is supported. If it is not, receiving base station supports the changeover feature of the 

control passes back to step 72, as indicated. Methods that present invention. This is so, because in this example, the 

can be used to determine if the changeover feature of the system had already switched from the basic error-detecting/ 

present invention is supported are described below. correcting to the robust error-detecting/correcting protocol. 

If il is determined that the changeover feature is 25 Therefore, because the process depicted in FIG. 5 had 

supported, control passes to step 76. In step 76, the process previously been executed, it is known that the current 

sends a switchover message to the base station 3 to indicate receiving system supports the changeover feature, 

that a protocol switch to the robust error-detecting/ FIG. 6 is a flowchart depicting a process that can be used 

correcting protocol should occur at the next, (or a specified) to determine if a base station 3 supports the changeover 

frame number. Next, in step 77 the process determines if the 30 feature of the present invention. The process begins with 

protocol switch was successful. step 102. In step 102, the mobile station 7 interrogates the 

Several methods can be used to determine if the protocol base station 3 to determine whether such support is imple- 

switch in the base station 3 is successful. For example, using mented. Preferably, this is accomplished with the use of a 

an unacknowledged scheme, it is always assumed that the new predefined message designed for this purpose. The 

switchover message was received and that the switchover to 35 message is preferably sent during the XID negotiation phase 

the new protocol is successful. Thus, using this scheme, during link establishment. 

control passes directly to step 79 (in fact, step 77 can be Next, as indicated by step 104, control passes to step 105, 

omitted altogether). It is noted that if this assumption is if the switchable 12 protocol feature is supported. In step 

incorrect, the mobile station 7 will be using a robust error- 105, the process enables the feature for the current link. This 

detecting/correcting protocol and the base station 3 will be 40 can be accomplished for example, by simply setting a bit in 

using a basic error-detecting/correcting protocol. This will a register, or more generally, setting a BOOLEAN flag. This 

cause a protocol failure, which will force a link- flag is checked, for example during step 75 in FIG. 4, to 

reestablishment to occur between the mobile station and the determine if the current base station supports the changeover 

base station. The link-recstablishment procedure will serve feature. 

to return both the mobile station 7 and the base station 3 to 45 The opposite procedure is performed in step 106, if it is 

the default basic error-detecting/correcting protocol. determined that the changeover feature is not supported. 

If an acknowledged scheme is used, step 77 determines if That is, the register bit is cleared in this case. Next, as 

an acknowledged message is received within a predeter- indicated by step 110, the process ends, 

mined time interval. If an acknowledged message is FIG. 7 is a flowchart depicting a process that can be used 

received, control passes to step 79. If the message is not 50 to determine if a base station 3 supports the switchable L2 

received within a predetermined time interval, control protocol feature of the present invention. In this example, 

passes to step 78, where after a predetermined time-out instead of making this determination during XID 

period, control passes back to step 72, where the process negotiation, it is made just before switching protocols (i.e. 

monitors the quality of service again. This process can when a quality of service problem is delected), 

continue until either an acknowledged message is received, 55 The process begins with step 122. In step 122, the mobile 

or the number of attempts have exceeded a predetermined station 7 sends a predetermined message to the base station 

threshold and the process returns with an error indication 3 to determine if the changeover feature is supported. One 

(not shown). method that can be used to accomplish this task is to use the 

As indicated by step 79, upon a successful response from Sync or Paging channel available on CDMA devices, for 

step 77, the process switches modes from the basic error- 60 example. 

detecting/correcting protocol to the robust error-detecting/ Next, as indicated by step 124, the process waits for a 

correcting protocol, as described above. Next, as indicated predetermined time interval to receive a message back from 

by step 80, the process ends. the base station 3. If a message is not received within the 

FIG. 5 is a flowchart depicting a process that can be used predetermined time interval, or a message is received indi- 

to switch back from a robust error-detecling/correcling 65 eating no support for the feature, control passes to step 126. 

protocol to a basic error-detecting/correcting protocol. ITie In step 126 the changeover feature is disabled. If a message 

process begins with step 92, where the quality of service is received that indicates support of the changeover feature, 
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control passes to step 128, where the feature is enabled. 
Next, as indicated by step 130, the process ends. 

While various embodiments of the present invention have 
been described above, it should be understood that they have 
been presented by way of example only, and not limitation. 
Thus, the breadth and scope of the present invention should 
not be limited by any of the above-described exemplary 
embodiments, but should be defined only in accordance with 
the following claims and their equivalents. 

What is claimed is: 

1. A method for use by a mobile station to improve 
performance over wireless connections between a base 
station and the mobile station, said mobile station having at 
least two service protocols comprising a basic error- 
detecting/correcting protocol and a robust error-detecting/ 
correction protocol different from the basic error-detecting/ 
correcting protocol, said method comprising the steps of: 

establishing a communication link with the base station 
using the basic error-dctecting/corrccting protocol o ver 
a transmission channel; 

monitoring a signal quality of the transmission channel; 

determining if the signal quality falls below a first pre- 

determined threshold: 

sending a switchover message to the base station to switch 
from the basic error-detecting/correcting protocol to the 
robust error-detecting/correcting protocol, if the signal 
quality falls below the first predetermined threshold; 
and 

switching to the robust error-detecting/correcting proto- 
col. 

2. The method of claim 1, further comprising the steps of: 
sending a switchover message to the base station to switch 

from the robust error-detecting/correcting protocol to 
the basic error-detecting/correcting protocol, if the sig- 
nal quality rises above a second predetermined thresh- 
old; and 

switching to the basic error-detecting/correcting protocol. 

3. The method of claim 1, wherein the basic error- 
detecting/correcting protocol is a link access protocol. 

4. The method of claim 1, wherein the robust error- 
detecting/correcting protocol is a forward error correcting 40 
protocol. 

5. The method of claim 1, further comprising the steps of: 
querying the base station to determine if the base station 

supports the at least two service protocols; and 
performing said sending and switching stops only if the 45 
base station supports the the at least two service pro- 
tocols. 

6. The method of claim 5, wherein said querying step is 
performed using XI D negotiation during said establishing 
step. 

7. The method of claim 5, wherein said querying step is 
performed by sending a message to the base station and then 
waiting for an acknowledgement from the base station to 
indicate support. 

^tTIic inctliuU uf claiiij 1, whefeiu said step of monitoring 
the signal quality is performed by monitoring a bit error rate 

of the co mmunication link^ 

y. 1 ne method oi: claim 1, wherein said step of monitoring 
the signal quality is performed by predicting a future change 
in signal quality. 

10. The method of claim 9, wherein said step of predicting 
a future change in signal quality is accomplished by apply- 
ing an estimate of signal to noise and interference ratio 
(SINK). 

11. The method of claim 10, wherein said step of applying 
an estimate of SINK includes subtracting said estimate of the 
interference and noise power from a measured signal power. 
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12. The method of claim 11, wherein said SINK is 
converted into a bit error rate. 

13. The method of claim 1, further comprising the step of 
receiving a switchover acknowledgement from the base 
station in response to said sending step. 

14. The method of claim 1, further comprising the step of 
querying the base station to determine if the base station 
supports the at least two service protocols, wherein said 
querying step occurs between said determining step and said 
sending step. 

15. The method of claim 1, wherein said switchover 
message includes a parameter indicating the service proto- 
col. 

16. The method of claim 1, wherein said switchover 
message includes a parameter indicating a frame number. 

17. The method of claim 16, wherein said switching step 
occur after a frame having the frame number. 

18. A system for providing improved performance over 
wireless connection comprising: 

a mobile station having a protocol stack with a link layer 
comprising: 

at least two service protocols comprising at least one 
basic error-detecting/correcting protocol and at least 
one robust error-detecting/correction protocol differ- 
ent from the at least one basic error-detecting/ 
correcting protocol; 
a quality of service monitor for determining a signal 

quality of a transmission channel: and 
a protocol selector coupled to said at least one basic 
error-detecting/correcting protocol and said at least 
one robust error-detecting/correcting protocol and 
said quality of service monitor, for selecting among 
said at least one basic error-detecting/correcting pro- 
tocol and said at least one robust error-detecting/ 
correcting protocol in accordance with said quality 
of service monitor; and 
a base station having a protocol stack with a link layer 
comprising: 

at least two service protocols comprising at least one 
basic error-detecting/correcting protocol and at least 
one robust error-detecting/correction protocol differ- 
ent from the at least one basic error-detecting/ 
correcting protocol; and 
a protocol selector coupled to said at least one basic 
crror-dctecting/correcting protocol and said at least 
one robust error-detecting/correcting protocol and 
said quality of service monitor, for selecting among 
said at least one basic error-detecting/correcting pro- 
tocol and said at least one robust error-delecting/ 
correcting protocol in accordance with a switchover 
message from said mobile station. 

19. 'Jlie system of claim 18, wherein said protocol selector 
in said mobile station switches from the at least one basic 
error-detecting/cor reeling protocol to the at least one robust 
error-detecting/correcting protocol when said quality moni- 
tor indicates a degradation in said signal quality. 

20. The system of claim 18, wherein said protocol selector 
in said mobile station switches from the at least one robust 
crror-dctecting/correcting protocol to the at least one basic 

60 error-detecting/correcting protocol when said quality moni- 
tor indicates an improvement in said signal quality. 

21. The system of claim 18, wherein said quality of 
service monitor is coupled with a quality of service indicator 
coupled to the physical layer in the protocol stack. 

22. 'ilie system of claim 21, wherein said quality ^f 
service indicator is a data logger that tracks a bit error rate 
m aaia communications. 
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23. The system of claim 21, wherein said quality of 
service indicator is a measure of a received signal power that 
is used for predicting a future signal quality. 

24. The system of claim 23, wherein said received signal 
power is derived from relative signal strength indication 
measurement. 

25. A mobile station configured to improve performance 
over wireless connections between a base station and the 
mobile station, the mobile station comprising: 

at least two service protocols comprising a first error- 
detecting/corre cti ng protocol and a second error- 
detecting/correclion protocol different from the first 
error-detecting/correcting protocol; 

a link establishment module for establishing a communi- 
cation link with the base station using the first error- 
detecting/correcting protocol over a transmission chan- 
nel; 

a quality of service monitor for determining a signal 
quality of the transmission channel; 

a transmitter for sending a switchover message to the base 
station to switch from the first error-detecting/ 
correcting protocol to the second error-detecting/ 
correcting protocol if the signal quality passes the first 
predetermined threshold; and 

a protocol selector for switching to the second error- 
detecli ng/correcti ng. 

26. The mobile station of claim 25, wherein said trans- 
mitter sends a switchover message to the base station to 
switch from the second error-detecting/correcting protocol 30 
to the first error-detecting/correcting protocol if the signal 
quality passes a second predetermined threshold, and 
wherein the protocol selector switches to the first error- 
detecting/correcting protocol. 

27. The mobile station of claim 25, wherein the first 35 
error-detecting/correcting protocol is a link access protocol. 

28. The mobile station of claim 25, wherein the second 
error-detecting/correcting protocol is a forward error cor- 
recting protocol. 

29. The mobile station of claim 25 further comprising a 40 
query module for querying the base station to determine if 
the base station supports the at least two service protocols, 
wherein the switchover message is transmitted only if the 
base station supports the at least two service protocols. 

30. The mobile station of claim 29, wherein the query 45 
module is a part of the link establishment module and uses 
XID negotiation. 

31. The mobile station of claim 29, wherein the query 
module sends a message to the base station and then waiting 
for an acknowledgement from the base station to indicate 
s upport^ 

32. ITie mobTlTBtatitm-of-chTni 2S, whercTn the quality of 
service monitor monitors a bit erro r rale of the communi 
cation link. _ , 

J^. 1 he mobile station of claim 25, wherein the quality of 55 
service monitor predicts a future change in signal quality. 

34. The mobile station of claim 33, wherein the quality of 
service monitor applies an estimate of signal to noise and 
interference ratio (SINR) to predict the future change in 
signal quality. 

35. The mobile station of claim 34, wherein the quality of 
service monitor subtracts said estimate of the interference 
and noise power from a measured signal power. 

36. The mobile station of claim 35, wherein said SINR is 
converted into a bit error rate. 

37. llie mobile station of claim 25 further comprising a 
receiver for receiving a switchover acknowledgement from 
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the base station in response to the transmitter sending the 
switchover message. 

38. The mobile station of claim 25 further comprising a 
query module for querying the base station to determine if 
the base station supports the at least two service protocols, 
wherein the query module queries after determining that the 
signal quality has fallen below the first predetermined 
threshold, but before sending the switchover message. 

39. The mobile station of claim 25, wherein said switcho- 
ver message includes a parameter indicating the service 
protocol. 

40. The mobile station of claim 25, wherein said switcho- 
ver message includes a parameter indicating a frame num- 
ber, 

41. The mobile station of claim 40, wherein said switch- 
ing step occur after a frame having the frame number. 

42. The mobile station of claim 25, wherein the first 
error-detecting/correcting protocol is less robust than the 
second error-detecting/correcting protocol, and wherein the 
transmitter sends the switchover message if the signal qual- 
ity fails below the first predetermined threshold. 

43. T^e mobile station of claim 25, wherein the first 
error-detecting/correcting protocol is more robust than the 
second error-detecting/correcting protocol, and wherein the 
transmitter sends the switchover message if the signal qual- 
ity rises above the first predetermined threshold. 

44. A method for use by a mobile station to improve 
performance over wireless connections between a base 
station and the mobile station, said mobile station having at 
least two service protocols comprising a first error-detecting/ 
correcting protocol and a second error-detecting/correction 
protocol different from the first error-detecting/correcting 
protocol, said method comprising the steps of: 

establishing a communication link with the base station 
using the first error-detecting/correcting protocol over a 
transmission channel; " 

monitoring a signal quality of the transmission channel; 

detennimjig if the signal cpality falls below a first pre- 
determined threshold.! 

sending a switchover message to the base station to switch 
from the first error-detecting/correcting protocol to the 
second error-detecting/correcting protocol if the signal 
quality passes the first predetermined threshold; and 

switching to the second error-detecting/correcting proto- 
col. 

45. The method of claim 44, further comprising the steps 
of: 

sending a switchover message to the base station to switch 
from the second error-detecting/correcting protocol to 
the first error-detecting/correcting protocol if the signal 
quality passes a second predetermined threshold; and 

switching to the first error-detecting/correcting protocol. 

46. llie method of claim 44, wherein the first error- 
detecting/correcting protocol is a link access protocol. 

47. The method of claim 44, wherein the second error- 
detecting/correcting protocol is a forward error correcting 
protocol. 

48. The method of claim 44, further comprising the steps 
of: 

querying the base station to determine if the base station 
supports the at least two service protocols; and 

performing said sending and switching steps only if the 
base station supports the the at least two service pro- 
tocols. 

49. llie method of claim 48, wherein said querying step 
is performed using XID negotiation diu-ing said establishing 
step. 
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50. The method of claim 48, wherein said querying step detecting/correcting protocol different from the first 

is performed by sending a message to the base station and error-delecting/corrccting protocol; 

then waiting for an acknowledgement from the base station ^ ij^k establishment module fur establishing a communi- 

Micatejiipportr- ^ -- ^.^^ ^.g^Q^ ^^^^ ^^ic mobile station using the first 

SlrThe method of claim 44, whercm said step of mom- 5^ „ 

. . , ... \. , . . . . . error-detect ing/correcting protocol over a transmission 

bring the signal quauty is performed by monitonng a bit J channel* 

error rate of the comnjunication link. 

52. The method of claim 44, wherein said step of moni- ^ ^^^'^^V monitor for determining a signal 
toring the signal quality is performed by predicting a future fl^^lity of the transmission channel; 

change in signal quality. lO a transmitter for 'sending a switchover message to the 

53. The method of claim 52, wherein said step of pre- mobile station to switch from the first error-detecting/ 
dieting a future change in signal quality is accomplished by correcting protocol to the second error-detecting/ 
applying an estimate of signal to noise and interference ratio correcting protocol if the signal quality passes the first 
(SINR). predetermined threshold; and 

54. The method of claim 53, wherein said step of applying is . t i . r j 

*• * f OIK m i J J! -J * >*u a protocol selector for switchmg to the second error- 

a nestunate of SINK includes subtractmg said estimate of the j * . - / 

. . - , . r J • 1 detecting/correcting, 

interference and noise power from a measured signal power. ^^r™. .. 

55. The method of claim 54, wherein said SINR is 64, The base station of cla mi 63, wherem said transmitter 
converted into a bit error rate. ^ switchover message to the mobile station to switch 

56. The method of claim 44, further comprising the step 20 ^^"^ error-detecting/correcting protocol to the 
of receiving a switchover acknowledgement fi-om the base error-detecting/correciing protocol if the signal quality 
station in response to said sending step. a second predetermined threshold, and wherein the 

57. The method of claim 44, further comprising the step protocol selector switches to the first error-detecting/ 
of querying the base station to determine if the base station correcting protocol. 

supports the at least two service protocols, wherein said 25 65. The base station of claim 63 further comprising a 

querying step occurs between said determining step and said query module for querying the mobile station to determine 

sending step. if the mobile station supports the at least two service 

58. The method of claim 44, wherein said switchover protocols, wherein the switchover message is transmitted 
message includes a parameter indicating the service proto- only if the mobile station supports the at least two service 
col. 30 protocols. 

59. The method of claim 44, wherein said switchover 66. The base station of claim 63, wherein said switchover 
message includes a parameter indicating a frame number. message includes a parameter indicating the service proto- 

60. The method of claim 59, wherein said switching step ^ol. 

occur after a frame having the frame number. 67. The base station of claim 63, wherein said switchover 

61. The method of claim 44, wherein the first error- 35 message includes a parameter indicating a frame number, 
detecting/correcting protocol is less robust than the second 68. The base station of claim 67, wherein said switching 
error-detecting/correcting protocol, and wherein said send- step occur after a frame having the frame number. 

ing step sends the switchover message if the signal quality 69. The base station of claim 63, wherein the first error- 
falls below the first predetermined threshold. detecting/correcting protocol is less robust than the second 

62. The method of claim 44, wherein the first error- 40 error-detecting/correcting protocol, and wherein the trans- 
detecting/correcting protocol is more robust than the second mitter sends the switchover message if the signal quality 
error-detecting/correcting protocol, and wherein said send- faUs below the first predetermined threshold. 

ing step sends the switchover message if the signal quality 70. The base station of claim 63, wherein the first error- 
rises above the first predetermined threshold. detecting/correcting protocol is more robust than the second 

63. A base station configured to improve performance 45 crror-detecting/correcting protocol, and wherein the trans- 
over wireless connections between the base station and a mitter sends the switchover message if the signal quality 
mobile station, the base station comprising: rises above the first predetermined threshold. 

at least two service protocols comprising a first error- 
detecting/correcting protocol and a second error- * * ♦ * ♦ 
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